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F5 Management Port Setup

Conf iguration Utility
Use this utility to add an IP address, netmask and default route
for the management port on this system.
You must add an IP address and netmask for the management port
before you can use the web-based Setup utility.

+J0000D IPODOODO (IP4/IPv6) 0000000 DO0OOODOODODOOOOOOOOOODHCPODO
00000000000000000000MYesOOOOOOODOOOOO
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F5 Management Port Setup

Conf irm Configuration
System management connectivity may be lost if the management
address changes. Accept these settings?

IP Address: 10.1.1.5
Netmask: 255.255.255.0
Default Route: 10.1.1.1
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00000 PCO PowerShell DODODOO0OODOOOOOODOSSHOOOOOOODOOOOODODO
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[root@big50:Active:Standalone] config #

+SSHKey OOODODODO UDFLabOO BIG-IPOOOOOOOODOOOO0O0O0O0O0O0OOOOOOOOOO
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https://help.udf.f5.com/en/articles/3832165-how-to-join-an-f5-training-course
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10.1.1.5 Tl3. BEDH31—HF—ICE>T. JIRDT—F, Xytz—3, LTy B
— RREDBERNEENDAEEMNEDET., il

NET:ERR_CERT_AUTHORITY_INVALID

Q Chrome DESLAILDEF 1T« TRETSICIL
TLREEL,

‘ smmE ‘ 2T« CREENEAR—SES

Username: admin

Password: admin

BIG-IP Configuration Utility

BS5Zincs

Hostname Welcome to the BIG-IP Configuration Utility.
bigip1

Log in with your username and password using the fields on the left.
IP Address

10.1.1.5

Username

Password

(c) Copyright 1996-2023, F5, Inc., Seattle, Washington. All rights reserved.
F5, Inc. Legal Notices

O0: 00000 140000000000 BIGIPOODOODOOOOOOODOOOODOOOODOODOOOOO
00o00oo0oooooooooovi3.0oDooooooooooooooooooooo
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000000000000 000mMSaved 000000000

Current Password: admin
New Password: ilovef5

Confirm: ilovef5

BIG-IP Configuration Utility

F5, Inc.

Username

admin left.

Current Password

New Password

Confirm

Your password has expired. Please change it using the fields on the

 J0O00O0DO0ODOOODOODLDbDODOD

BIG-IP Configuration Utility

Password changed
successfully.

Username

Password

E5ZInc:
Hostname Welcome to the BIG-IP Configuration Utility.
bigip1
Log in with your username and password using the fields on the left.
IP Address
10.1.1.5

«ONextUOOOOOOOOO

+J0000000000™NextDDODOODOODOOO
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Setup Utilty

Introduction
i MM R ————cO
License =
Resource Provisoning Disk 35G8) e ]
Device Corticates Memory 7.768) MeMT
Platiorm " . =
Module | Provisioning | Lcense status | Required Disk (G8) | Required Memory (v3)
Network
1 Management (MGMT) NA 0 1264
Redundancy
VLANS 1] Local Traffic (LTM) B9 Licensed o 2400 |
NTP 5] Application Securtty (ASM) OINone & Unicensed 2 402
NS
B Fraud Protection Service (FPS) CINone NA 12 &
ConfigSyne. o
None [ Unlicensed o 148
Falover 1l Global Traffic (ONS)
Miroring Bl Link Controller (LC) OINone [ Uniicensed o 18
ActivelStandby Pair I Acoess Policy (APM) () None 5 Limited 2 494
Discover Peor .
1l Application Visibity and Reporting (AVR) O None % Licensed % 576
M Policy Enforcement (PEM) (JNone. 4 Unlicensed 16 1223
1] Advanced Firewall (AFM) (O None. ¥4 Unlicensed 16 1058
Wil Application Acceleration Manager (AAM) [ None. [ Unlicensed 32 2050
Wl Secure Web Gateway (SWG) OINone. [ Unlicensed 24 4096
W iRules Language Extensions (iRulesLX) (JNone. g Licensed 0 748
1l URLDB Minimal (URLDB) (I None. [ Unlicensed 36 2048
[ sSL Orchestrator (S5LO) (I None. [ Unlicensed 0 128
[l Carrier Grade NAT (CGNAT) INone. [ Unlicensed 16 336

o ]|
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5.1.1 PoolO OO

O00OPoolD0OOOOOOPoolDOO0OOOO0OOOOOODOOOOOOOOODOOOO

[ Local Traffic0 — OPoolsO0 00000000000 OO0OCOCreate0000O0O0DOOO

]| ONLINE (ACTIVE)
5 | standalone

Local Traffic » Pools : Pool List

7% ~  Pool List Statistics

(550 F ) [Search| Create...
@L“ﬂmm \]l\ﬂsmnl-mme + Description eAppumuon[Mamm]ertbn/Pm
http-pool-01 2 Common
Network Map o o oP
Delete...
Virtual Servers

« 00000 http-pool-010 000000 MM MembersDOODDOO00O0OOD0O0D0OO0OODOOStatusOO
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*0 Application (00000000 ) 0000000 Storage (0000 0O)0 — O Cookies (Cookie)J O O
O0000CookieDOODDOODOODOO
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0000000000 20000000000000
1. 0000000 : abcCompany-key.pem

2. 0000000000: abcCompany-cert.pem

542 0000000000 OOOOOO

0000000 O00DOO0OO0DOOOO00OO0

0 SystemO — O Certificate ManagementO — O Traffic Certificate ManagementO — 0O SSL Certificate
ListOODOOO0OO0DO0OO0O0000O0Import0 000000000

| ONLINE (ACTIVE)
f5 e

System » Certificate Management : Traffic Certificate Management : SSL Certificate List

2 - | Traffic Certificate Management ~ Device Certificate Management ~ HSM Management ~
iApps
@ . Search I Import! ICr:aw‘..
@m‘s IZI‘esmmsJANmm + Contents < Key Security + Common Name ‘e&mm‘emﬂw ‘ernhanmJ
ca-bundle Certificate Bundle May 26, 2020 - Oct 6, 2046 Common
@ R default RSA Certificate & Key Normal localhost.localdomain MyCompany May 27, 2029 Common
Acceleration n f5-ca-bundle RSA Certificate Entrust Root Certificati... Entrust Dec 8, 2030 Common
f5-irule RSA Certificate support.f5.com F5 Networks Jul 19, 2027 Common
g Device Management . f5_api_com RSA Key Password Common
‘_ Shared Objects Archive... || View Certificate Order Status... || Delete OCSP Cache... || Delete...

s KeyOOooooo

System » Certificate Management : Traffic Certificate Management : SS|

SSL Certificate/Key Source
Import Type  Select...
Free Space on Disk %
PKCS 12 (lIS)
Cancel Archive

0000O0O0OCOO0OCOO

eyt (W) ERE

[RE— ‘
J
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| ONLINE (ACTIVE)

System » Certificate Management : Traffic Certificate Management : SSL Certificate List

# . Traffic Certificate Management ~ | Device Certficate Management = HSM Management
Search Import... | Create... |
@gus E\‘:SHMIJAN-M + Contents 8ay Secuityl l8) Comnon Name SCmenizatonl 8l cauion < Partition / Path
5] abcCompany  RSA Key Normal Common ¢!
() Local Traffic 5] cabundle Certficate Bundie May 26, 2020 - Oct 6, 2046 Common
() Accsteration 5] default RSA Certificate & Key Normal localhostlocaldomain  MyCompany ~ May 27, 2029 Common
(=) f5-ca-bundle  RSA Certificate Entrust Root Certificati... Entrust Dec 8, 2030 Common
£} Device Management 5 f5-iule RSA Certificate supportf5.com F5Networks  Jul 19, 2027 Common
5] f5_api_con  RSAKey Password Common
‘ Shared Objects
}

Archive...  View Certificate Order Status... Delete OCSP, Cache... Delete..
Tt

0000OO0OCOOO

e JogobbbbbooooooooooobobbobbbbbbbboboooooooLDDLobDbLbDbDboD
O Import0 000000000

Generat Properties
) Locai T Name abcCompany

Partion  Pain Comon
@ Cortcate Subjocs) Nocanticate
23 Dovico Managoment [impor.) Crote.] _imporcems

 JO0O0O0DO0ODOOODDOODRDbDODOD

Y-/ meRE

« Client SSL Profile 0 0 O O O (M Local Traffic@ — O Profilesd — 0SSLO — OClient000o0ooOQ
O0O0D00OCreate0 00000000 DODODOOOOOOODOODODOODOODODOOOOO

OFinishedDO 0D O0O0OO0OO0O0OODOOOOODOOOOOO
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Add SSL Certificate Key Chain

Certificate | abcCompany v
Key abcCompany &)
Chain [None &%
Passphrase

| Add” I Cancel

00000 ADDODOOO Virtual Server:Port443 0 O O O SSL Profile (Client) DO OO0 O0O0O0OOO0OO
O00000Update 000000000

fFLESSL Profietit

m1 1+ Lompression rrome | none

Web Acceleration Profile | None

HTTP/2 Profile (Server) [ None
HTTP MRF Router (

| Update I Delete

|
HTTP/2 Profile (Client) [None %] ‘

543 000000 PCOOO

O0: FSUDFLabODOOODCAOOODODODOODODODOODODOOODhosts00ODO0OOOOOOOODO

coooooooooooo

- 0000000 BIGIPOOOOOONOOOOOONODONOOOOOOOOOOOODOOOOOOOOOOO
O0O0oooo(O: Chrome)
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» C:WindowsSystem32driversetchosts 0000000 (O hosts0 000000000 OD0OO0OOOODODO
0000000000000000000000 ()O00000000000)hoestsOOOO0O0OOOOOOO
0000 Virtual Server0 IPOOO0OOOOOOOOOOOO

WebOOOODODOOODODO URLOOIPOOOOOOOO FQDN (https://www.abc-company.com) 0000000
0000SSLO0000000000000000000BIG-IPO Virtual Server000 WebOOOQOooOGO
goooooogo

544 000000000 HTTIPSOOOO

O00000oOoooO HTTPOOOO OOO

30 05000000000000


https://www.abc-company.com
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0000000000 0o00o0oOn Virtual Server HTTPS)DOOOODOOOOOO SSLOODODOOOOOOO
gooooo

5.4. HTTPS (Port443) 00000000000 : 00000 BOOOOODODOOOODODOO 31






33

iRules0 00O

iRues0 000000000000 ODOUOO0OODOOOODOUOOODOUOOOOUOOOOUDOOOO

iRues0 0000000000000 00DOOOODOOOO https:/clouddocs.f5.com/api/irules/

iRuesO0ODO0OOUO0OBIG-IPOOODOOODOOOOOO (TMUN)DODOOOODOOOO

00 0OF5 DevCentral D 00 OO Visual Studio Code (VS Code) 0000000 00O M F5 Networks iRules
(https://marketplace.visualstudio.com/items?itemName=bitwisecook.irule)D O O O 0 OO

000000 TMUIO iRulesODOO000O000O0OO0O0OD0OOOOOORuWeOOOOOOOOO
OHTTPOOUOOOOUOO User-Agent 0000000000000 O0O0OOOOOO

oooood

O FireFox 0000 010.1.20.201:80 O
0 Chrome (Firefox 000000 0)0000010.1.20.202:80 O

ooboooooooooboooood

6.1 User-AgentJ 0000

OO0 iRulesO0O0OO0OOUser-Agent00000000OoOn


https://clouddocs.f5.com/api/irules/
https://marketplace.visualstudio.com/items?itemName=bitwisecook.irule
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6.1.1 User-Agent 0 0 0O OO0 0

[ Local Traffic0 — OiRulesOOOO0OO0OCOO00O Create0 00000000

* User-Agent 000000000 DOO0OD IRule0 0000000 OOOFinishedOODOOOOOOO

when HTTP_REQUEST {
log localO. "USER-AGENT is [string tolower [HTTP::header "User-Agent"]] "

[Ep— =

« 0000000 iRule O Virtual Server 0000000 OLocal Trafficd — O Virtual Serverc 0 0O O 0O
OO00O0000 Virtual Server 0000000000000 O0OOResources00DO00O0O00O0O00OOO
iRules000O0OOManageO DO O0OOOOOODO

-0000O0OO0OCOOO

OO0 iRue00OO0O0OO0OOOOODOOODOBIGIPO SSHOOODODOOODODOOOODODOOOODOOOD

34 O60 iRulesOOO0O
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6.1.2 BIG-IPO O SSHO OO O

000oo0ooo SSHOoOOO oooo

6.1.3 User-Agent 0 0 00O Q00O

- JO0000OO0DOCOOODOOOO

00160 IPOO00OD0OOC0OOODOOOO0ODOOOOODOODOODOOOD

[root@bigXXX:Active:Standalone] config # tail -f /var/log/ltm

«J00O0O0OD0O PCOOIRuleonOOOO Virutal Server00Chrome 000 FirefoxOOOO 200000
O0oO0O0oO0oooooo

« iarlog//tmO0C0000OOO (0)0DOO0OOODOOO

Chrome 0 OO

Jun 27 17:44:11 big50 info tmml[9735]: Rule /Common/User—-Agent_check <HTTP_REQUEST>:
—USER-AGENT is mozilla/5.0 (windows nt 10.0; win64; x64) applewebkit/537.36 (khtml,
—1like gecko) chrome/75.0.3770.142 safari/537.36

Firefox 0 OO

Jun 27 17:43:53 big50 info tmml[9735]: Rule /Common/User—Agent_check <HTTP_REQUEST>:
—USER-AGENT is mozilla/5.0 (windows nt 10.0; wow64; rv:65.0) gecko/20100101 firefox/
—68.0

6.2 User-Agent 0 0 00000 Pool Member OO0 0O

000 User-Agent 0 00O OO 0OUser-Agent O OfirefoxOOOOODOOOOO 10.1.20.201:800 000000
00010.1.20.202800 00 0000000000000 0O0OO0OO

+J00000 IRulesOOD0O0OOODUOODOOOUpdate0OOOOOODO

6.2. User-Agent 0000000 Pool Member D000 35
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when HTTP_REQUEST {

set UA [string tolower [HTTP::header "User-Agent"]]

if { SUA contains "firefox" } {

pool http-pool-01 member 10.1.20.201 80
}

else {

pool http-pool-01 member 10.1.20.202 80

log localO. "USER-AGENT is SUA"

000000 PCOOIRuleOoODOOO Virtual ServerO00FirefoxO OO ChromeOOOOOO0OCOOODO
s J0D00O00IRueODODO PoolMemberDOOOOODOODODODODODOOOOOO

* iRule 00O PoolMemberD IPODO00O0O0O0ODOODO0OOODOODOOOODODOODOODODOFirefox
0O Chrome000D0ODOO0OODOOOODOOOO
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UCSoOoO

UCS (User Configuration Set) 0000 000000000000 0O0OOOOO0OOOO0OODOOOOODOOOODO

*0 SystemO — OArchivesD 00000000000 OCreate0000000D0ODOOOOODO (DOODO
00000000000 0)0000@MFinishedd0OOOODODOOOO

«00OKODOODOOOooooo

00O0O0oooboooon

- UCSO00D00D0ND0UDDOONDUDODDODODOO0DODOoDOOooDOoOoouUCSOoooO PCO
O000000D0OD0OO0ODOOArchiveFleOOODOOODOOOOOOOODO

- J000UCSOO0O0OU BIGIPOOODODOODOODODDOODODODDOOODODDOOOOUCSO BIG-IPO
0000000000000 000000O000U0DO0OOOOoOoOoouUCSOOOoOOoDO

uCSUoOoooUoooooUooOooU0o0ooooooooooooooooooooon
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| ONUINE (ACTIVE)
£5 i
<

o] oo | oot |

- L Fioame vosomzn2s e
Qo == Ceomm
Encrypted No
5 tacarame = e wor o
S - e
pwerie [Gorioss vos 02025
& ot [t oot

R Shared Objects

f5 1=
| standaione
S

Lttt
3 wom Fiotame 500 20230825 s
Ghons Verson 8P 17102844002
Encrypted No

) tocar e e Mon 50025 19051 5572025
& sa 2708 oy

: Ao e Cowiood by 802023002553
53 DevenManagemnt

R Shared Objects
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00O0o00ooooo (ooon)

goboobooobobooboooo

8.1 BIG-IPOO SSHOOOO

000Do0oo SSHOoOOO oooo

O0O: OOO0O@mos)#U0000UOOOOO

82 000000000

000UCSOOO00O0 BIG-IP (bigs0.f5jplocal) 0000 000000000000000000
« TMSHOOOO

SSHOO BIG-IPO LinuxOS Shell 0D 000000000 0DO0ODOOOODODOOOODODO

[root@big40:Active:Standalone] config # tmsh
root@ (big40) (cfg-sync Standalone) (Active) (/Common) (tmos) #

 J0O0OO0oO0DbOO0ObLOODbDDbOOO

00000000000000
(000D000000000000 (yn)O0OO000000y0O0O0O0O000000)
0000000000000000000000000
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(tmos) # load sys config default

« 00

cobooOoooooooboobooocoobooooboooo

(tmos) # save sys config

40

080 000DUODOD(UDO)




ucsooonong

00000 BIG-IP (big50.5jp.local) DO UCSOOOO0O0O0O0O0O00

+ 000000000000 (adminfadmin) 0000000000000 OOOOOO

FSLABOOOOOOOOODOOOSaved0OODOOOO

Current Password: admin
New Password: ilovef5

Confirm: ilovef5

Username

admin

Current Password

New Password

Confirm

BIG-IP Configuration Utility

F5, Inc.

Your password has expired. Please change it using the fields on the
left.

 JO0O0OD0DOODOODDbOOODOO

«-J000DBIGIPODOOOODODOOODOODODODOOUDODODODOUODDODOOODO

41



F5 Networks Japan Technical Information Documentation

f5

Hostname
bigip1

IP Address
10.1.1.5

successfully.

Username

Password

Password changed

BIG-IP Configuration Utility
F5, Inc.

Welcome to the BIG-IP Configuration Utility.

Log in with your username and password using the fields on the left.

]| ONLINE (ACTIVE)
J standalone

Setup Utility
Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNs
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Setup Utility » Introduction

Welcome

Setup Utility
To begin configuring this BIG-IP® system, please complete the Setup Utility. To begin, click the "Next" button.

-UCSUN0DDO0ONDONUONONUONNODNDNONDNDOONUO0DNONO0ONDOOoOo0ooOoooooon

ooooooooooooo

[root@localhost:Active:Standalone]

—disabled

config # tmsh modify sys global-settings gui-setup,,

- J000BIGIPODOOOODODOOOOODODOODOOODOOOOOODO(ODODODODODOODOODOOO)

- 000000000000 tallD0ucs000000O0O0DOOO0OUDDOOOO

[root@localhost:Active:Standalone]

config # tail -f /var/log/ltm | grep ucs

42
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| ONLINE (ACTIVE)
| standalone

Statistics » Welcome

/el statistics

Dashboard
Module Statistics

Performance Reports

@ iApps
@ Local Traffic
@ Acceleration

g Device Management
‘ Shared Objects
O Security

@ Network
System

- 04
Setup Support
User Documentation Ask F5

Technical documentation for this product, including user guides and release
notes, is available on the Ask F5 Technical Support web site.

« User Documentation

Preferences
On the System Preferences screen, you can customize the general
preferences for the Configuration Utility.

« System Preferences

Additional Setup Options

Use the following additional configuration options to refine the system setup,
once you have initially configured the system using the Setup Utility.

« System Device Certificate
« DNS

« NTP

« SNMP

 User Authentication

Setup Utility

Run the Setup Utility again to make changes to basic device settings and
standard network configuration.

« Run the Setup Utility
« Run Config Sync/HA Utility

Ask F5 features quick solutions to technical questions, product manuals,
release notes, an online support case generator, and general information
about F5 Networks and products. Ask F5 provides unlimited access to all
customers covered under an F5 service agreement.

o Visit Ask F5

Deployment Guides

F5 deployment guides provide detailed configuration guidance on how to

Vor i P for specific i 1S.
« Visit Deployment Guides
DevCentral
DevCentral provides network ini and ication pers with

extensive tools, tips, techniques, and community resources designed to
speed iControl development and act as a forum to share best practices.

« Visit DevCentral

Modules

F5 BIG-IP devices are a modular system, so you can add new functions as
necessary to quickly adapt to i ication and i needs.
Modules include options for acceleration, security, and other application
delivery solutions.

 Visit BIG-IP Modules

*0 SystemO — O ArchivesD 000000000000 UploadD 0000000000 OOOOOO UCS
000000000 O0OUploadOD OO

o S
o =
5 e =

*JRestore0 0 00O00O0OOO

f5 Feaiin)

/g Sutitics
General Properties
e L FioName Hos0-20230025 00
Gyoms Version BIGIP 17.1.02Buld 002
Encrypied No
B Looal Tamo Dato Mon Sep 25 19:05:11 5T 2023
S 7 3
() Accamrton 2768 Kiobyte
- [Downioad: b 5020230025 e

[ Y oy—

. Shared Obiocts

- J00000000mWOKOOODDOOUDOoOoooOoooooooo

0oOKOOOOUDOOOOOOOOOO0oO0O0oOO0oOU00ooO00ooO0oO0oo0oooDooOooooooooooo
0000000000000 000000000o0oo0oooooooOKOooOooooooUooooouooo
0oOKOOODOOOOOOUOOUOODOUOOOODOOOooOOobOUooooooooo
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]| ONLINE (ACTIVE)
I Standalone

Main System » Archives

- ok
Statistics Operation Status

iApps
@ Local Traffic
@ Acceleration

@ Device Management

Restoring System Archive. The status will be updated shortly...

‘_ Shared Objects

o0: DooooooobooooooooboooooobooOoooboOooboOoOoOooOooOooOooobooboOooDbboOooon

e configuration has not yet loaded. If this message persists, it may indicate a configuration problem.

OFFLINE
5 | standalone

m m System » Archives

=

u Sialitics Operation Status

(g wees

@ ons Restoring fysten Archive. The status will be updated shorely..

[F4) Local Traffic

= oK
Device Management

- 0000000000000 DO0ODO0OODDODOUCSOODODOD0DDODODODODDOOD

[root@localhost:Active:Standalone] config # tail -f /var/log/ltm | grep ucs

Feb 3 22:46:38 localhost.localdomain info tmsh[24320]: Begin config install
—operation: /var/local/ucs/big-50-20220131.ucs

Feb 3 22:46:43 localhost.localdomain notice logger[22221]: /usr/bin/perl /usr/local/
—bin/im -exclfrom -g -force /var/local/ucs/big-50-20220131.ucs ==> /bin/bigstart
—stop named

Feb 3 22:46:43 localhost.localdomain notice logger[22235]: /usr/bin/perl /usr/local/
—bin/im -exclfrom -g -force /var/local/ucs/big-50-20220131.ucs ==> /bin/bigstart,
—stop zrd

Feb 4 15:46:47 localhost.localdomain info install_ucs.pm[22079]: Install the license_
—~file from UCS onto the system.

Feb 4 15:46:49 localhost.localdomain notice logger[23193]: /usr/bin/perl /usr/local/
—bin/im -exclfrom -g -force /var/local/ucs/big-50-20220131.ucs ==> /bin/bigstart,
—stop restjavad restnoded

Feb 4 15:46:49 localhost.localdomain notice logger[23312]: /usr/bin/perl /usr/local/
—bin/im -exclfrom -g -force /var/local/ucs/big-50-20220131.ucs ==> /bin/bigstart,

—start named

(0ooooooo)

44 09O ucsooooo
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(0ooooooooo)

Feb 4 15:46:50 localhost.localdomain notice logger[23373]: /usr/bin/perl /usr/local/
—bin/im -exclfrom —-gq —-force /var/local/ucs/big-50-20220131.ucs ==> /bin/bigstart,
—start zrd

Feb 4 15:46:53 localhost.localdomain notice logger[23584]: /usr/bin/perl /usr/local/
—bin/im -exclfrom -gq —-force /var/local/ucs/big-50-20220131.ucs ==> /bin/bigstart,
—start restjavad restnoded

Feb 4 15:47:35 big50.f5jp.local info install_ucs.pm[22079]: UCS installation success.

000000000000 0OD0O0OOLogiNOOODOOODOODO

00000 IDODOU0DOODOO0O0OOOOOOVIrtualServerI 00000000000 OOOOOOOOO
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QKview 0 0 O

000000000000 0OFS00000 QKviewDODOODOODODOODODOODOO QKviewOOOQooooo
oooo

0 SystemO —0 Support0 000 00000000000 MM New Support Snapshot0 000000000

0 O O ™ Generate and Upload QKView to iHealthD O O OO OO OiHealthDOO OO QKView D OGO QO QOGO
ooooooooooo

iHealthU BIG-IPODOOCOOOUOOOOOOOOOOOODOOOODODOUOODODOUOOOOD (COODOOO
O00000000)0HeathODOODOODDOODOOD Article0 000000000 DOOOO

K12878: Generating diagnostic data using the gkview utility
https://my.f5.com/manage/s/article/K12878

OStart0 00000000 QKViewODOOOODOOODOO


https://my.f5.com/manage/s/article/K12878
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| ONLINE (ACTIVE)
| standalone

@ Local Traffic
@ Acceleration

g Device Management

‘_ Shared Objects

O Security
£2) Network
System

Configuration

File Management

0000000000000 00000U000™DownloadD OO OOODOOOQKviewOODOODOOODO

ggoooood

System » Support » Support

¥+ + Support Manage iHealth Credentials

7“3  InProgress
Generating a QKView. Please be patient, this process can take a while.

Cancel 00:00:17 Elapsed Time

Last Generated Snapshot

Date | User l Type Size Status

No records to display

\ QJ

QKView Upload History

 Date | ~ User | ~ Support Case (SR) Number - Description | ~ Size | ~ Warnings |e Criticals ‘iHasnh Link

No records to display

5 rrne L ——— rar—

[y [— [rr—

[ — [ 1= L ey =
e N =

.

® o [ e

. 5

Py —

= o s e o e om i
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112 300:00000000000000
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[Active O (big50.f5jp.local) DO O O]

g o0 ooo

ooond big50.f5jp.local
goooooooo 10.1.1.5
External 0000000 external 10.1.10.50
InternalDO0OO00OO0O internal 10.1.20.50
gododooooooogo Default-GW 10.1.10.1
ooooog (HTTP) http-vs-001 10.1.10.60:80

0oooo (HTTPS)

https-vs-001

10.1.10.60:443

Pool Member (Web O OO 1)

10.1.20.201:80

Pool Member (Web 0O O 2)

10.1.20.202:80

HAOOOOOOOO HA 10.1.30.50
External 0 O (floating)IP D OO0 O | external-flo-ip | 10.1.10.70
Internal O O (floating)iIPO0 OO0 internal-flo-ip | 10.1.20.70
NTPODOO 10.1.20.202
[Standby O (big40.f5jp.local) 0 0 O O]
gd og ooo
oo0oO big40.f5jp.local
goooooooo 10.1.1.4
External DO O OOOO external 10.1.10.40
Internal DOOO0OOO internal 10.1.20.40

coooooooood

Default-GW | 10.1.10.1

0oooo (HTTP)

(Dooooooooo

Doooo (HTTPS)

Pool Member (Web OO O 1)

(Dooooooooo

Pool Member (Web OO O 2)

)
(00Dooooooo)
)
)

(Doboooooooo

HAOOOOUOOOO

HA 10.1.30.40

External 0 O (floating)IP OO OO

(0oooooooon)

Internal O O (floating)IP O OO0

(0oooooooon)

NTPOOO

10.1.20.202

50

ON1MOoL300:000




F5 Networks Japan Technical Information Documentation

O000O00DO0OOONTPOOOO 10.1.20202000BIG-IPOOD0OO00OOOOOOOOOOOOOOOODO(O
00000 BIG-IPOOODODDOODOODOOOODOOOOOODOOO)

BIG-IP O O HA (High Availability) VLAN O OO 0O 000000000000 O0O0OO0OO VLANO OO External
O Internal VLANOOOOOOOUOOUOODOODODHAODODO VLANOODOOOOODODOODOOODDOOODOOOO
OOUOODUDOODOOHAVLANOOOOOUOOOO

11.3 Active O (big50.f5jp.local) 0 0 O

11.3.1 HAVLANO OO

*0NetworkD -0 VLANSO O OOOOOOOUOODOOOOOCreate 0D O0OUDUODODOHAD VLANDOOD
ooo

11.3.2 HAVLANO IPO O

*0 NetworkO 0 Self IPsOO 0000000000000 OCreate000000O0OOHAD VLANDO IPO
gooooo

O0: AllowNone 0OODO HADDOOODOOOOOOOHADOODOOOO(DOOO Allow Default 000
oo)

11.3. Active O (big50.f5jp.local) O OO 51
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11.3.3 Device O 0O O

» 0 0O Device Managementd —0O DevicesO 0 0O 00O (=big50.f5jp.local (Self)) 0D OD0OOOO

*0OMirroringDD000O0O0OOHAVLANODODOOO IPOOOOOD0OOOOOODOOOODODOOODOOOOO

000 Secondary 0000 Internal VLANOOODOD IPOO0DO0O0OOO0OO0DODOOODO M Updated
goooboo
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11.3.4 0000 (NTP)O O

0 SystemO — O Configurationd — O DeviceD — ONTPOOOOOOOOAddressOOONTPOODOO
IPOODODOODOOO0DO0DMAddOOOOOOOOOO

[DOOINTPOOOOOODO

NTPOOOOOOOODOOOOODDOOUOOOODOOOOUOBIG-IPOO SSHOOODOOODOOODOOODDOD
00000 SSHOOOO ODoooooooo

+ SSHOOODDOODOOOOUMntpg-npUOOOOODOD OD0ODOOOUO0ODOOOLOODOODOODODOOD
000(([@O0O0000000000000Do0oUooDooUooon)

[root@big50:Active:Standalone] config # ntpg —np
remote refid st t when poll reach delay offset Jjitter

*10.1.20.202 133.243.238.243 2 u 24 64 1 0.594 -0.321 0.299

11.4 Standby O (big40.f5jp.local) 0 0 O

0000 00000000000 O0DoDOoOoStandby 00O ActiveDO0OO0DO0DOOOOODOOOOODOO
ooooo

11.4.1 VLANO O

« Standby O (big40.f5jp.local) 000000 VLANOOOOOOOOOOOO(Actve 000 0000)

Network » VLANs : VLAN List

£+ + | VLAN List VLAN Groups
—

; | Goars
[v] | 4 Name ‘ < Application ‘ < Tag ‘ Untagged Interfaces | Tagged Interfaces | < Partition / Path
O HA 4092 1.3 Common
(O external 4094 1.1 Common
O internal 4093 1.2 Common

11.4. Standby O (big40.f5jp.local) OO O 53
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11.4.2 Self-IPO O

- Standby O (big40.f5jp.local) 000000 SelfIPOOOOOOOOOONOOOOOO

11.4.3 Device 0 O

0 Device ManagementO—{ DevicesOO 00 O O O (=big40.f5jp.local (self)) O O O O OActive O O O O ODevice
Connectivty 000000000

» ConfigSync O O

 Failover Network O O

= 5 TR VAN Ul PERE

» Mirroring O O

9 tocn Tame

P [ T

PR VW CSer TP ERR|
i VONCEE LSl PR

= ye—

11.4.4 NTP OO

NTPODOOO ActveOOQOOQOOoOooO
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115 0000000000 O Active O (big50.f5jp.local) D 0 00O

ooboboooooboooobooooooooooboooboOoooooOoo

O0: 0O0O0O0OActive O (bigh0.f5jp.local) DO O ODOOOOODOO

0 Device Managementd —0 Device Trustd —0 Device Trust MembersOO O 00O M AddOOOOOOO
god

«” Peer* 00000 Standby O (big40.f5jp.local) 0 IPOOOO0DOO0O IDAdmin) 000000000
0O 0O O O Retrieve Device Informatonc 000000000

ggo

000000000 O0O0OO0OO0OCOOO0DOOO0

0 Device Managementd —0 DevicesO O O O 0O 0O bigip50.f5jp.local (self) O O O O Standby O
(big40.f5jp.local) DO D OD0OO0O (DODODOOOOO)

11.5. 0000000000 O Active O (big50.f5jp.local) DO OO O 55
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16 00000 oOooood

cooooobooboooobooboOoboOooooOoOobOOobOooOoboOoOoOoOooOoOoOobOOobOOobOboOoboOooOn
00000000000 BIG-IPx 300000000000000000DOO1000 200000000002
000 3000000000000 0000D00U0O0O00O00oO0o0oUOO0DOO0o0DOoOoDOoOoooooooo
oooooooo

20000000000000000000O0O0O00O0O0OO0OUOO0OOOUDOOO0OUDOO0OODOOOn

O00: 0000Active O (big50.f5jp.local) 00000000000

0 Device ManagementO —0 Device GroupsOO OO0 OOCreate 00000000000 DOODOOOOOO

o R |
Torye-Fatover] £

TR R
HEHAS (BgS0.15iplocal) £ AT

F TSI ERS0T 7157

00 (0O0DO000)POODU00O400000000000000O0ODOOOODOO" Active® DOOOODO

11,7 0000000000000

0000000000000 0000000O0000000000000000DO0O00O Virtual Serverodno
IP (Floating IP) DO OO0O0D0OOO0OOO0ODOODOODOODOODO
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00: 0000Active O (big50.f5jp.local) 00000000000

11.71 0000O00DO0OO0OOOO

0 Device Managementd —0O Traffic GroupsO OO OO0 OO0 QO

000000 Traffic-group-10 0 0000000000000 OOOOOOOOOOOOOOOO0
Traffic-group-1 00 0 0O OFloating IP 00 O Virtual Server 0000000000 (0OODODOOOO
ooQ)

11.7.2 Floating IP O OO

Floating IPOOActve 000000 Standby 000000 OOOO0OODOOD IPOODOO (SelflIP)0ODOOO
0000000000 IPOOOCOOOOOODOOOOOODOOODOOOODOOActve/Standby 0000000
oobooooooocoobocooooa

* Internal VLAN OO OO IP (Floating IP) 000000000

*0NetworkO -0 Self IPsOOO000000O00O00OOCreate00 00000000 ODOOOOOODOOOO
00000000 oOoTraffic-group-1 0000000000000 D0OOOOO0OOOOOOOOO
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11.7.3 Virtual Server O Traffic-Group OO OO (O 0O)

[ Local TrafficO —0O Virtual Serversd —0O Virtual Address Listo 0O OO OO0

0O Properties O Traffic Group O [ traffic-group-10 0 0000000000000 O0ODO

11.7.4 TrafficGroup D00 0000000000000

0 Device ManagementO — 0O Traffic GroupsO O Traffic-group-1 0O O 0O O O O [1J Failover ObjectsC O O
gboboboooooooooboboboboboooooooobooboboboboboboooo

11.8 ConfigSync

Active O (big50.f5jp.local) 0D 0000 OO OO Standby O (big40.f5jp.local) 0 0 0O 0O 0O O O O O ConfigSync
opooobooo

O0: 00O0O0OActive O (bigh0.f5jp.local) DD OO OOOOODOO

0 Device Management —0 OverviewO 0000000200 Device Group OO OO QOoooonQ

No | Device Group 00

? device_trust_group trustgroup O peer0 000000000 OO0O0OODOOOOOODOOOOO
peer000000 SyncOOOO

? Device-Group-001 (0 | 00 000000000000 DOOOOO SyncOO0OO

oooo)

0000 SyncO00D0O0OOO?000000000000 SyncO0OODOOOOODODOO?0000000000
uCSOUOODOUO0ODU0ODUO0OUO0DOUOOUDO SyncOOODOUOOODODOUODOO
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00 Device Management — Overview 00 0 0 O O O O Active O (big50.f5jp.local) 0 0O O O M SyncO O
gobooboboobbooboboobboooboo

11.9 Traffic-group-1 O Active/Standby 0 0 0O O

11.9.1 Traffic-group-1 O Active/Standby 00 0O
0000000000 IPO0D0OOOO0O0O0OO0000000 Traffic-group-10 Actve 00000000000
0000000 Active D Standoy 0000000

+ 00000000 Device Management —0O Traffic GroupsO O O Traffic-group-1 O O O O (O Force to
StandbyO OO O OO OOOO

- 0000000000000 O0OMM Forceto StandbyD DO D ODOODOO
+ J00O0ODActive 00O Standby DO OO OOO

Standby 0 0 0O BIG-IP O Active 00000 (O big40.f5jp.local 0 0O O )0
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em you sure you want to farce this Traffic Group to standby?

Faorce to Standby Cancel

[= P r— £ =) )

O B Ao Doen | N A Do e O WA oot Pron
,,,,, O regoe oo rea 5o v tploss 3 e howcommon

1192 0000000000000

000000o0OoO HTTPOOOD ODO

0O traffic-group-1 0 0000000000000 00OOOODO0OOOOOOOOODOODO

60 OM110OL300:000



61

12

gobggoouogood

00000000000 0O0Oo BIGIPOODODODOODOODODODODUOOODOODODDODOODOODODDOODODOO
oooooooooooon

121 000000000 (0O0)

0000U000U0D (DbU)b0oobO0oo200 BIGIPOOOODODOOOODODOOOOOD

122 0000

+GUIDOOOODOOODOODOOO

(tmos) # modify sys global-settings gui-setup disabled

000Oooan

(tmos) # modify sys global-settings hostname big50.f5jp.local

J0Oooo

(tmos) # list sys global-settings
sys global-settings {
gui-setup disabled
hostname big50.f5jp.local
mgmt-dhcp disabled

00C00O0DOCOOODOCOO
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(tmos) # modify sys ntp timezone Japan
(tmos) # 1ist sys ntp
sys ntp {

timezone Japan

cadmin0 0000000

(tmos) # modify auth password admin
changing password for admin
new password:

confirm password:

123 0O0O00OO0O0OOoOoO

« VLANODOOODO

(tmos) # create net vlan external interfaces replace-all-with { 1.1 }

(tmos) # create net vlan internal interfaces replace-all-with { 1.2 }

(tmos) # 1ist net vlan
net vlan external {
fwd-mode 13
if-index 400
interfaces {
1.1 { }
}
tag 4094

net vlan internal {
fwd-mode 13
if-index 416
interfaces {
1.2 { }
}
tag 4093

« Self-IPOO0CODOO

(tmos) # create net self external-ip address 10.1.10.50/24 vlan external

(tmos) # create net self internal-ip address 10.1.20.50/24 vlan internal allow-service,,

—default

(tmos) # l1ist net self

net self internal-ip {

(0ooooooo)
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(0ooooooooo)

address 10.1.20.50/24
allow-service {
default
}
traffic-group traffic-group-local-only
vlan internal
}
net self external-ip {
address 10.1.10.50/24
traffic-group traffic-group-local-only

vlan external

0000O0O0COODOCOO

(tmos) # create net route default-GW gw 10.1.10.1 network default

(tmos) # 1ist net route

net route default-GW {
gw 10.1.10.1
network default

12.4 Pool O Virtual Server 0 0 O

12.4.1 HTTP (80) O Pool 0 VS

« PoolODODODO

(tmos) # create 1ltm pool http-pool-01 { members add { 10.1.20.201:http { } 10.1.20.
—~202:http { } } monitor http }
(tmos) # list 1tm pool
ltm pool http-pool-01 ({
members {
10.1.20.201:http {
address 10.1.20.201
session monitor-enabled
state up
}
10.1.20.202:http {
address 10.1.20.202
session monitor-enabled

state up

(fooooooo)
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(0ooooooooo)

}
monitor http

+VSOO

(tmos) # create ltm virtual http-vs-001 { destination 10.1.10.60:http pool http-pool-01_,
—profiles add { http } source—address-translation { type automap } }
(tmos) # l1ist 1tm virtual
ltm virtual http-vs-001 {
creation-time 2019-07-01:18:07:15
destination 10.1.10.60:http
ip-protocol tcp
last-modified-time 2019-07-01:18:07:15
mask 255.255.255.255
pool http-pool-01
profiles {
http { }
tep { )
}
source 0.0.0.0/0
source—address—-translation {
type automap
}
translate—-address enabled
translate-port enabled

vs—index 23

- 0000O0D0O0OO0

(tmos) # modify ltm virtual http-vs-001 { persist replace-all-with { source_addr }}
(tmos) # list 1tm virtual
ltm virtual http-vs-001 {
creation-time 2019-07-01:18:07:15
destination 10.1.10.60:http
ip-protocol tcp
last-modified-time 2019-07-01:18:07:15
mask 255.255.255.255
persist {
source_addr {
default yes

}
pool http-pool-01
profiles {

http { }

(0ooooooo)
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(0ooooooooo)

tep { )
}
source 0.0.0.0/0
source—address—-translation {
type automap
}
translate—address enabled
translate-port enabled

vs—index 23

12.4.2 HTTP (80) 0 Pool O VS

O0showOOOOOOOOOO0OOOOOOOOOOOOOOOOOOOSSHO VSOOOODOOOOO

e PoolOO

(tmos) # create 1tm pool ssh-pool-001 { members add { 10.1.20.201:ssh { } 10.1.20.
—202:ssh { } } monitor tcp }
(tmos) # 1list ltm pool ssh-pool-001
ltm pool ssh-pool-001 ¢{
members {
10.1.20.201:ssh {
address 10.1.20.201
session monitor-enabled
state up
}
10.1.20.202:ssh {
address 10.1.20.202
session monitor-enabled

state up

}
monitor tcp

+VSOO

(tmos) # create ltm virtual ssh-vs-001 { destination 10.1.20.60:ssh pool ssh-pool-001_
—profiles replace-all-with { tcp } source—-address—-translation { type automap } }
(tmos) # 1ist 1tm virtual ssh-vs-001
ltm virtual ssh-vs-001 ¢

creation-time 2019-07-01:18:18:09

destination 10.1.20.60:ssh

ip-protocol tcp

(0ooooooo)
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last-modified-time 2019-07-01:18:18:09
mask 255.255.255.255
pool ssh-pool-001
profiles {
tep { )
}
source 0.0.0.0/0
source—address—translation {
type automap
}
translate—address enabled
translate—-port enabled

vs—index 24

125 00000000

(tmos) # save sys config

126 OOO0OO

12.6.1 Active O (big50) 0 0 OO

« HAO VLANO Self-IPO0O0ODO

(tmos) # create net vlan HA interfaces replace-all-with { 1.3 }

(tmos) # create net self HA-ip address 10.1.30.50/24 vlan HA allow-service default

+ Centralized management (cm) O Device Management 0O O 0O

BIGIPOOODOOO0OOOOOOOOOOOOOOOOODOONOOODNO0ONOOOOONO0O0O0O0OONO00000
0000000000000000000000(GUIOD000000000000O0O00CcLIoOononnnn
oooo)

(tmos) # mv cm device bigipl big50.f5jp.local

+ Device Mangement 0 O O Device O ConfigsyncOMirror D00 O0OFallover 0000000000 0ODO
gooogo

(tmos) # modify cm device big50.f5jp.local { configsync—ip 10.1.30.50 mirror-ip 10.1.30.
50 mirror-secondary-ip 10.1.20.50 unicast—-address {{ ip 10.1.30.50 }} }
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+00cmI0000000000D0O0O0O0O0O0O0O0O0O00O0OO (CO0O0OD0)D0D0O0OD0OODODODODODOOOO

oooo

(tmos) # delete cm trust-domain all

+ NTPOOOODOOOODODO

(tmos) # modify sys

ntp servers add { 10.1.20.202 }

00 TMSHOOOOOOBASHOOOONTPOOOODOODOOOOO

(tmos) # quit
config # ntpg -p

remote

refid st t when poll reach delay offset jitter

*10.1.20.202 133.243.238.164 2 u 39 256 377 0.537 4.167 2.251

«JOOTMSHOOOOODO

config # tmsh
(tmos) #

0000000

(tmos) # save sys config

12.6.2 Standby 0

(bigd0) DO OO

Standby 00000000000 DOODOOODOOO

0000

(tmos) # modify sys
(tmos) # modify sys
(tmos) # modify sys

global-settings gqui-setup disabled
global-settings hostname big40.f5jp.local

ntp timezone Japan

« VLANOO

(tmos) # create net
(tmos) # create net

(tmos) # create net

vlan external interfaces replace-all-with { 1.1 }
vlan internal interfaces replace-all-with { 1.2 }

vlan HA interfaces replace-all-with { 1.3 }

« Self-IPODO

12.6. OO0ODOO

67




F5 Networks Japan Technical Information Documentation

(tmos) # create net self external—-ip address 10.1.10.40/24 vlan external

(tmos) # create net self internal-ip address 10.1.20.40/24 vlan internal allow-service,,
—default

(tmos) # create net self HA-ip address 10.1.30.40/24 vlan HA allow-service default

0000000

(tmos) # mv cm device bigipl big40.f5jp.local
(tmos) # modify cm device big40.f5jp.local { configsync-ip 10.1.30.40 mirror—-ip 10.1.30.
—40 mirror-secondary-ip 10.1.20.40 unicast—-address { { ip 10.1.30.40 }}}

(tmos) # delete cm trust-domain all

* NTPOO

(tmos) # modify sys ntp servers add { 10.1.20.202 }

sadmin0 0000000

(tmos) # modify auth password admin
changing password for admin
new password:

confirm password:

0000000

(tmos) # save sys config

12.6.3 Active O (big50) 0000 (0 0)

» Device-Trust 0 O O

(tmos) # modify cm trust-domain Root add-device { device-ip 10.1.30.40 device-name_

—big40.f5jp.local username admin password ilovef5 ca-device true }

* Device-Group OO O

(tmos) # create cm device-group Device-Group—-001 { type sync-failover devices add f{_
—bigb0.£f5jp.1local big40.f5jp.local }}

* Floating-IPO OO

(tmos) # create net self external-flo-ip address 10.1.10.70/24 traffic-group traffic-
—group-1 vlan external
(tmos) # create net self internal-flo—-ip address 10.1.20.70/24 traffic-group traffic-—

—group-1 vlan internal allow-service default
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JbOoooobd

(tmos) # save sys config

» Config-Sync 0 0O O

(tmos) # run cm config-sync to-group Device-Group-001

12.6.4 Active O (bigb0) 0 O 0O O

000000000000000000000000 ActveOOOODOOODOOOOOOOOOOO100 (bigh0)
0 Active 000000 Traffic-Group O 200 (bigd0) DO O DO OOOOO

(tmos) # run sys failover standby traffic-group traffic-group-1

127 root 00000000

root0000O0O0OOODOOOOOOOOOOOOOOOOOOOOCOOOO

(tmos) # modify auth password root
changing password for root
new password:

confirm password:

(tmos) # save sys config

128 show O OO0 OoOooOOOd

00000 showOOOO (D0DODOOOO0OOO)00OO0O0OOO

1281 000O0O0O0O0O0OOOOOO

000000 PCOOOODOOD SSH (22) Virtual Server 0000000000 O0ODOODOOOOOODOO
ooo

-J0000O0O0OCOODOCOOO

(tmos) # show sys connection
10.1.30.40:12028 10.1.30.50:1026 10.1.30.40:18649 10.1.30.50:1026 wudp O (tmm: 1)

none none

(fooooooo)
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(0ooooooooo)

10.1.20.50:123 10.1.20.202:123 10.1.20.50:123 10.1.20.202:123 wudp 2 (tmm: O)
—none none
10.1.30.50:38234 10.1.30.40:1026 10.1.30.50:38234 10.1.30.40:1026 wudp O (tmm: O)

none none

Total records returned: 3

-00000DOOOO0OOCOOODOO

(tmos) # show sys connection cs-client—addr 10.1.10.100

Sys::Connections

10.1.10.100:49930 10.1.10.60:80 any6.any any6.any tcp 5 (tmm: 1) none none
10.1.10.100:49931 10.1.10.60:80 10.1.20.70:49931 10.1.20.202:80 tcp 5 (tmm: O)

—none none

[

Total records returned: 2

0000000000000

(tmos) # show sys connection cs-client—addr 10.1.10.100 all-properties
Sys::Connections
10.1.10.100:49931 - 10.1.10.60:80 - 10.1.20.70:49931 - 10.1.20.202:80
TMM 0
Type any
Acceleration none

Neuron Rules none

Protocol tcp

Idle Time 19

Idle Timeout 300

Unit ID 1

Lasthop /Common/external 52:54:00:65:ad:80

Server Nexthop /Common/internal 52:54:00:d4:7d:9f
Ingress Dest none
Virtual Path 10.1.10.60:80

Conn Id O

ClientSide ServerSide
Client Addr 10.1.10.100:49931 10.1.20.70:49931
Server Addr 10.1.10.60:80 10.1.20.202:80
Bits In 5.0K 34.8K
Bits Out 35.2K 5.0K
Packets In 6 5
Packets Out 6 6

Total records returned: 1
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1282 D000 U0OOoOOOOO(CPUOOOOOOOOOOO)OOO

(tmos) # show sys hardware

1283 JO0OUOOOOOO OSOOO

(tmos) # show sys software

1284 ODO0O0O0OO OSOOOOOOOO

(tmos) # show sys version

12.8.5 Virtual Server0 000 O

(tmos) # show 1ltm virtual ssh-vs—001 raw

12.8. show D O OQOOoOooOOO

71
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